Jlest Assured

Confidentiality Policy

1. Purpose

The purpose of this policy is to ensure that West Assured maintains the confidentiality

and impartiality of all information obtained or created during its certification activities,
in accordance with ISO/IEC 17021-1:2015 requirements. This policy applies to all

employees, contractors, auditors, and any other personnel involved in the certification

process.

2. Scope

This policy applies to all confidential information received or generated in relation to

clients, including but not limited to:

Client documentation, audit reports, and certification records
Business strategies, processes, and intellectual property

Personal data and sensitive information disclosed during the certification
process

Any information or relationship that may be deemed a conflict of interest

3. Commitment to Confidentiality

West Assured is committed to safeguarding confidential information and preventing

unauthorized disclosure. We will:

Use confidential information only for the intended certification purposes
Restrict access to confidential data to authorized personnel only

Ensure that all employees, contractors, and auditors sign a confidentiality
agreement

Implement secure data storage and transmission methods

Comply with applicable data protection laws and regulations



¢ Information about the client from sources other than the client (e.g.
complainant, regulators) shall be treated as confidential, consistent with this
policy.

e The complaints process in West Assured will be subject to requirements for
confidentiality, as it relates to the complainant and to the subject of the
complaint.

o Allrecords will be retained as per the Document and Record Control procedure
in West Assured and will remain confidential.

4. Exceptions

Confidential information shall not be disclosed to third parties without written consent
from the client, except where required by law, accreditation bodies, or regulatory
authorities. In such cases:

e Theclient shall be informed in advance, unless prohibited by law

e Thedisclosure shall be limited to the necessary information required by the
requesting authority

5. Conflict of Interest and Impartiality

All personnelinvolved in certification activities must uphold impartiality and avoid
conflicts of interest that could compromise confidentiality. Employees and contractors
must not use confidential information for personal gain or competitive advantage.

West Assured have a legally enforceable agreement covering the arrangements,
including confidentiality and conflicts of interests whereby there is an outsourced
activity.

6. Information Security Measures

To ensure confidentiality, West Assured has implemented security controls including:
o Password-protected and encrypted digital records
e Controlled access to physical documents and restricted areas
¢ Regular training on information security and confidentiality practices

e« No transportation of physical copies of client information without prior approval
from management.

7. Breach of Confidentiality

Any unauthorized disclosure or breach of confidentiality must be reported immediately
to senior management. Violations may result in disciplinary action, including
termination of employment or contractual agreements.



8. Review and Compliance

This policy shall be reviewed periodically to ensure compliance with ISO/IEC 17021-
1:2015 and any applicable legal or accreditation requirements. Compliance audits shall
be conducted regularly to monitor adherence to confidentiality measures.
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